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TRANSPORT LEGISLATION AMENDMENT (IDENTITY MATCHING SERVICES) BILL 2021 
Committee 

Resumed from 23 February. The Deputy Chair of Committees (Hon Steve Martin) in the chair; Hon Sue Ellery 
(Leader of the House) in charge of the bill. 
Clause 1: Short title — 
Progress was reported after the clause had been partly considered. 
The DEPUTY CHAIR (Hon Steve Martin): I bring to your attention supplementary notice paper 26, issue 1, 
with regard to proposed amendments to clauses 12 and 24. 
Hon Dr STEVE THOMAS: Minister, I want to go back to the question that I perhaps rather clumsily tried to ask 
last night. I have taken it out of the minister’s second reading speech, and my apologies, because I suspect that this 
might be because of my technical ignorance in IT circles. My science is based in other areas. It is certainly not in IT. 
That is not one of my strengths. In the minister’s second reading speech, she discussed the construction of the National 
Driver Licence Facial Recognition Solution, which is a technical platform for the sharing of information between 
the commonwealth and various states. That is fine. The minister said also — 

Within the solution system there are secure databases which hold each Australian state and territory’s 
driver’s licence information, separate from each other. 

Presumably they will all be separate database. It continues — 
Western Australia will always maintain control over and access to its own data … As host of the solution, 
the commonwealth Department of Home Affairs cannot see or modify identity information data that is 
contained within each state or territory’s database. 

If it is stored in the cloud, the question would be how secure it is; I do not know. If it is stored in Canberra, then 
obviously there is an electronic copy stored in Canberra in separate buildings or boxes or however that works. I am 
interested to know how that technically works. Hopefully it is a simple answer, and hopefully I can understand it 
when the minister gives it to me. 
Hon SUE ELLERY: It is stored in servers that are physically required to be in Australia. We cannot tell you 
where the Department of Home Affairs has its servers. They may be in Canberra; they may not be. 
Hon Dr Steve Thomas: We do not need to identify it for the terrorists out there! 
Hon SUE ELLERY: That is how it is stored. We have to take ourselves back to this, as well. The data is our data, 
so it is the photo that appears on your driver’s licence. 
Hon Dr Steve Thomas: Which is not a pretty picture, I have to tell you. 
Hon SUE ELLERY: Don’t be so unkind to yourself; self-love is important. That data is stored here, too, but for 
the purposes of the solution, Home Affairs manages that. It uses its servers, which must be in Australia, but I cannot 
tell you specifically where they will hold it. 
Hon Dr STEVE THOMAS: I am just interested, then, if there is effectively a duplicate copy, whether the servers 
of homeland security—do we call it that? 
Hon Sue Ellery: Home Affairs. 
Hon Dr STEVE THOMAS: Home Affairs; thank you. I jumped into America all of a sudden; it is a terrible habit. 
Would the Home Affairs servers effectively have a duplicate copy of Western Australian data, or would its servers 
effectively be accessing the existing storage—whatever form that is—of the Western Australian system? 
Hon SUE ELLERY: The server holds duplicate copies of the WA information in a separate WA portion and WA 
controls access to that. 
Hon Dr STEVE THOMAS: I thank the minister for that clarification. This will be a statement, probably, as much 
as a question. If I have this right, effectively, we are creating a duplicate, and that obviously has a risk attached to 
it. Obviously, we then need IT to control the risks to make sure that people are not able to hack the systems. I do 
not know whether there is a standardised statement. Obviously, we try to keep it free, but the best companies and 
governments in the world seem to get hacked not irregularly, so there is a risk attached to it. We are supporting 
the bill in the process, so I am not suggesting that this is something not worthy of support, but that is there. We 
effectively do have a duplicated system, and in the same way that the Western Australian system has to have the 
best of defences, obviously, so does whatever federal system is put in place. Effectively, if Western Australia 
decides to exit the system, as it were, then it would require Home Affairs to delete the information that is in the 
duplicate system. 
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Hon SUE ELLERY: Because WA controls access to that information, WA would just withdraw access for anyone 
else to that information. Access to the WA information is completely controlled by WA. 
Hon Dr STEVE THOMAS: Okay. Sorry, I am probably dragging this out a bit; I do not need to. The information 
would still sit in the Western Australian box in the Home Affairs system, wherever that will be. Would we keep it 
updated, even though we are allowing no other jurisdiction access to it? Would it be an updated unused resource, 
or would it be a resource that just sits there and is unchanged, going forward? Ultimately, would it be deleted so 
that it did not exist anymore? 
Hon SUE ELLERY: This is going into the hypothetical. We are not in yet, never mind contemplating coming out! 
But I am advised that in the event that we were to come out or deny access to anybody else, we would not be updating 
the information because we would not need to. 
Hon WILSON TUCKER: Just on this question, the minister mentioned the Home Affairs system. Just to clarify, 
is it a proprietary system that is built and maintained by the Department of Home Affairs, or is there a third party 
cloud solution provider that sits on top of that system that is physically owned by Home Affairs? 
Hon SUE ELLERY: I am not sure that I can give the member much information beyond the fact that Home Affairs 
will manage that. I do not have the detail or access here on the systems that Home Affairs has in place on how it 
will manage that overall. 
Hon WILSON TUCKER: Taking a bit of a back step, I apologise, I was out of the chamber on urgent parliamentary 
business yesterday. We are talking about these systems. They are fairly complex and hard to visualise when we are 
just looking at words on paper. Is there any supplementary information the minister can table around an architectural 
diagram or workflow that will help visualise and explain this system better? 
Hon SUE ELLERY: I am advised that during the briefing, the member was provided with some information. I am 
happy to table that again for the benefit of everybody. The document is headed “What are identity matching services?” 
and on page 3 are some infographics, I suppose is how I would describe it. I am happy to table that. 
[See paper 1086.] 
Hon WILSON TUCKER: Just to clarify further, just so I have this right in my mind, we are talking about 
two components here. We have what is called the interoperability hub, which is basically data sharing between 
different states and territories, and then the minister mentioned that Western Australia has a dedicated database, 
and all the other states have their own dedicated databases, and then we have this hub that is sitting on top—
essentially a federated database—giving access and controlling access to those other databases, and then we have 
the NDLFRS — 
Hon Sue Ellery: The facial recognition? 
Hon WILSON TUCKER: Yes. Maybe I have these mixed up, sorry. The national driver licence facial recognition 
solution is essentially that system that looks at all the databases, has access to all the dedicated ones, and then we 
have what we call the interoperability hub, in which there is effectively a one-time upload of all the drivers’ licences, 
the photographs and the signature information of WA residents. Is that an accurate statement? 
Hon SUE ELLERY: This is one area that the honourable member probably knows more about than anybody else 
in the chamber, based on his previous life. This is the information I have been given to provide the member with 
an answer. WA drivers’ licence records will be held in the WA partition of the national driver licence facial 
recognition solution. Request for matches from external agencies are sent into this partition through the central 
interoperability hub. The hub is a router, or “rowter”—depending where you are from in the world! That means it 
is an exchange that does not store the data in its own right. 
Hon WILSON TUCKER: Thank you for the clarification, minister. When this information, a WA driver’s licence, 
is requested from another state or territory, and this hub shares that information to an agency in another jurisdiction, 
will that WA data be stored in a database in Victoria, New South Wales or wherever it may be? 
Hon SUE ELLERY: I am advised that the data could be shared if, for example, a police officer in another jurisdiction 
requested that, but an audit will be done when that data is shared. If this is helpful to the honourable member or 
the rest of the chamber, if a close match is found, it will return a result. For the face verification service, this would 
be a yes/no answer to the question, “Does the image sent match the image in that person’s government record?” 
For the face identification service, for example, in a police request, it would return the closest matches to the image 
sent by police. The hub would then generate a gallery of the closest eight to 10 images from across the country that 
match the image sent to police. A trained officer would then evaluate the gallery and, using other investigative tools, 
determine potential lines of inquiry. The results will not be sufficient in their own right, obviously, to establish 
guilt or provide sufficient evidence to obtain a warrant, but they will assist the inquiries. 

https://www.parliament.wa.gov.au/publications/tabledpapers.nsf/displaypaper/4111086c8f01d7c7b7118c32482587f40007e0ec/$file/tp-1086.pdf
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Hon WILSON TUCKER: The minister mentioned a scenario in which there is a close match on the facial recognition 
service and it returning a binary result of yes or no. Are there any other use cases when a WA driver’s licence 
would be requested and stored in perpetuity on another database in another jurisdiction? 
Hon SUE ELLERY: I am advised that in the case of a police investigation, for example, the image would be stored 
not in the data system, but in the investigative files of that particular inquiry by those particular police officers. It 
would not go into the New South Wales portion, if you like, of the system; it will go to police officer X to be used 
and kept in the investigative file of the inquiry into criminal allegation Y. 
Hon WILSON TUCKER: In that scenario, would the investigative file be an electronic record? Would it be an 
electronic system that stores the WA record? 
Hon SUE ELLERY: Possibly, and in fact, given the technology used by investigative authorities like police these 
days, I would say it was highly likely. 
Hon WILSON TUCKER: Would there be a data retention policy related to these files that would remain attached 
to the files? Regardless of the use case, would there be an overarching data retention policy when WA driver’s 
licences or photos are accessed? 
Hon SUE ELLERY: It would depend on the data storage regulatory framework in each jurisdiction. There are 
rules in place in Western Australia for how and how long et cetera police hold data. There would be similar regimes 
in every jurisdiction around Australia. 
Hon WILSON TUCKER: Thank you for the clarification, minister. We are talking about deletion and data retention. 
Switching to creating a record in the system, we know that we have on file all people’s drivers’ licences. When the 
minister talks about the example of someone coming into the Australian equivalent of America’s Department of 
Motor Vehicles and creating a learner’s permit, for example, and uploading that image and file for the first time on 
the record, would there be any roles defined as part of this system to govern a minimum authentication for the record 
being created in the system, or would it be up to each department to put in place some policies around 100 points 
of identification, for example? 
Hon SUE ELLERY: Sorry, my mask is caught on my earring—modern dilemma! 
Every jurisdiction will have their own identity establishment rules in place. Western Australia has its. The Department 
of Transport, which is where we go to get our driver’s licence and permits, already has those systems. Every 
jurisdiction around Australia has those. 
Hon WILSON TUCKER: Referring to the transmission and the storage of these images, can the minister please 
elaborate on the encryption method? I assume that they will not be transferred in an unencrypted state? 
Hon SUE ELLERY: At the time of the bulk upload, when WA records are sent, they will be carried in person on 
an encrypted hard drive. Following connection, there will be an encrypted incremental upload each day with new 
records. Encryption standards will be set by the Department of Home Affairs, with advice from standards set by 
the Australian Signals Directorate.  

Sitting suspended from 1.00 to 2.00 pm 
Hon DONNA FARAGHER: I have one query, but I pre-empt it by indicating that I have seen the supplementary 
notice paper. I am sure that we will get to that soon, but I believe that it covers off on some of the matters I raised 
yesterday and, the way I read it, I think it is a good outcome, so I appreciate that. 
My question again relates to a latter part of the bill, but it will help me to understand the government’s reasoning 
before we come to that. It relates to recommendation 5 of the 134th report of the Standing Committee on Uniform 
Legislation and Statutes Review and concerns the matter of the annual reporting in relation to identifying information. 
The minister will be aware that the committee put forward a view that it would be preferable to review the part of 
the clause that relates to serious harm. This relates to authorised access and information that is then provided. Why 
is it so problematic for the government to remove that section? I ask that in good faith because I think it is important 
for the Parliament to be aware of the circumstances, irrespective of whether someone deems it serious harm or not, 
in which that would be reported. I want a greater understanding of why the government does not believe that is 
necessary in response to that recommendation? 
Hon SUE ELLERY: I begin by acknowledging the suggestion made by the honourable member about the 
amendments now on the supplementary notice paper. I thank her for that suggestion; the supplementary notice paper 
indeed reflects that the government took up her suggestion. 
In answer to the member’s question arising from recommendation 5 in the 134th report of the Standing Committee 
on Uniform Legislation and Statutes Review, the expression “serious harm” is the national best practice standard 
for triggering a notifiable data breach in the commonwealth Privacy Act 1988. The threshold applies also to the 
private sector. Any regime of records management requires a trigger threshold that will identify issues of concern. 



Extract from Hansard 
[COUNCIL — Thursday, 24 February 2022] 

 p658c-674a 
Hon Dr Steve Thomas; Hon Sue Ellery; Hon Wilson Tucker; Hon Donna Faragher; Hon Neil Thomson 

 [4] 

Using “serious harm” ensures consistency with other regimes nationally if, for example, an interstate officer 
unlawfully accesses a WA record. 
Hon DONNA FARAGHER: I understand the notion of “serious harm” but I want to get clarity from the government. 
I am not sure what the problem is in requiring the CEO, through the annual report, to provide to the minister details 
of any loss or authorised access or disclosure of identifying information—that is it—if any information is either 
lost or accessed in an unauthorised manner. I am trying to understand what harm there will be in providing that 
information to the minister. I think, and I certainly hope, that we will not see any breaches in regard to this 
matter; but, if there are, I do not see that that would cause any harm because it could identify a potential pattern 
of behaviour or something like that. Does the department foresee it as an administrative burden; and, if not, what 
is the harm in requiring the CEO to provide that information? I raise that now in the event that I should move an 
amendment later. 
Hon SUE ELLERY: We do not want to deviate from the national trigger. I imagine—I checked—that as a matter 
of practice the CEO in Western Australia obviously keeps a track of whether there are breaches. But in terms of 
what will happen in this regime that we are establishing, we want to stick with the nationally agreed and applied 
standard. The standard has not just been created for the purposes of this legislation; it is the standard that is applied 
more broadly in not just the public sector but also the private sector. The honourable member might not accept 
that as an explanation, or form the view that that is not satisfactory. She may well choose to move an amendment—
that is entirely up to her—but the government will not support it. 
Hon WILSON TUCKER: I have a question on the serious breach and the reporting requirement. Are we referring 
to a single record? Will that trigger a breach or will it be multiple records, which is under the reporting requirements? 
If no serious harm is found for multiple records, could it go unreported? 
Hon SUE ELLERY: The answer is: it could be either. It could be a single incident that is, by its characteristics, 
serious. It could be that it is a series of patterns, which by themselves might not be serious but because they constitute 
a pattern are deemed serious. I cannot give the member a binary black-and-white definition. It really will depend 
upon the circumstance, but it could be a single breach or a combination of breaches. 
Hon WILSON TUCKER: Before the break, the Leader of the House mentioned that there will be a process, or 
a one-time upload, that will be performed for photos and signature information. I want to confirm whether that 
will be basically an upload that goes into the National Driver Licence Facial Recognition Solution; is that correct? 
Hon Sue Ellery: By interjection, yes. 
Hon WILSON TUCKER: The Leader of the House also spoke about a biometric inter-operability hub that will 
then feed into multiple databases. The Leader of the House mentioned that under no circumstances will WA drivers’ 
licences or photo signatory information be stored in perpetuity in another jurisdiction’s database. Considering that 
there will be a one-time upload to the National Driver Licence Facial Recognition Solution indicates that the data 
will be copied and replicated in another system in another jurisdiction. Can Leader of the House elaborate where 
that information will be stored? 
Hon SUE ELLERY: The member might have been out of the chamber on urgent parliamentary business when 
I answered this in response to Hon Dr Steve Thomas about half past 12. The WA information will be stored in the 
WA portal. WA driver’s licence records will be held in the WA partition of the National Driver Licence Facial 
Recognition Solution and requests for matches are sent into this partition through the central interoperability hub. 
The hub is a router, which means it is an exchange, so—the member knows this—it does not store the data in its 
own right. 
Hon WILSON TUCKER: I was here, and I thank the minister for the clarification. With the state or territory that 
it will be stored in, I believe the minister mentioned Canberra previously. 
Hon SUE ELLERY: I said in Australia. That might be Canberra. It might be somewhere else where the Department 
of Home Affairs stores it. 
Hon WILSON TUCKER: Sorry if I am repeating myself, but will WA authorities have the ability to modify and 
request that the records in the home affairs location be deleted? 
Hon SUE ELLERY: Yes, and the clearest example is if someone were to die, Western Australia could request 
that that information be deleted after a certain period. 
Hon WILSON TUCKER: I thank the minister. Is there a data retention policy on this duplicated information? 
Hon SUE ELLERY: I think I touched on this a little earlier. When identity information is obtained from a data-holding 
agency by a requesting agency via a service, the requesting agency must retain that identity information only for 
the minimum time that is necessary to both fulfil the purpose for which the identity information was obtained and 
comply with the relevant laws applicable in its jurisdiction. I think it was in answer to a question by the member. 
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It is based on each jurisdiction’s relevant laws. An agency must comply with the relevant laws applicable in its 
jurisdiction as required by clause 35.1, which states in part — 

(b) permanently erase or totally destroy all such Identity Information at the expiry of the period 
determined … 

(c) if requested by the Data Holding Agency, provide written certification of the erasure or 
destruction of the relevant Identity Information. 

Hon WILSON TUCKER: Given that the system is, in large part, about fraud detection and helping authorities 
uncover fraud and prevent that crime from occurring, is there a cleaning process for this data? In an ideal world, 
100 per cent of this data is accurate and, if we use the example of a driver’s licence, the photo reflects the name and 
the identity of that person. But in the case that there is a name that is mismatched to an actual photo, will a process 
be undertaken to ensure that the photos that are uploaded into the system—whether it is the one-time upload or the 
incremental—are accurate? 
Hon SUE ELLERY: I am advised that already happens. The data is cleaned before it goes up. The Department of 
Transport already does that, and that process will not change. 
Hon WILSON TUCKER: The minister mentioned this incremental update process. Could the minister please 
elaborate on what that process looks like? What transfer method is being used to incrementally update the facial 
recognition solution? 
Hon SUE ELLERY: I am advised that that is still in development, but, essentially, it will happen daily. New drivers’ 
licences that have been issued will be updated daily. As I said before, if somebody passes away or whatever, they 
need to be deleted or erased, but the detail of the methodology is still in development. 
Hon WILSON TUCKER: Will it fall to these individual agencies to create a system for interoperability for this 
overarching solution or is there a platform they can leverage as part of the integration to the facial recognition solution? 
Hon SUE ELLERY: Each jurisdiction will build its own interface between its existing system and the new 
national system. 
Hon WILSON TUCKER: Minister, is there a process for a WA resident to request information on how their data 
is being used or to request for their information to be deleted from the facial recognition solution? 
Hon SUE ELLERY: It is not proposed that there be a new methodology. The freedom of information methodology 
that any citizen can use to check any information that is being used exists now. I think it is important to remind 
ourselves what the information is. It is a driver’s licence. People do not have to give that information. If someone 
does not have a driver’s licence, nobody will know what that information is. There are existing systems and 
mechanisms by which members of the community can check with the respective jurisdictions about information 
that is held about them. 
Hon WILSON TUCKER: Is there any scenario in which this information in the facial recognition solution would 
be shared internationally? 
Hon SUE ELLERY: There is not one proposed as part of this architecture, but, by way of background for the 
honourable member, the Department of Transport under the existing Western Australian regime shares information 
with other international drivers’ licences authorities for the purposes of somebody getting an international 
driver’s licence or something like that. That happens now. It is not planned to do another version of that as part of 
this architecture. 
The DEPUTY CHAIR: Hon Wilson Tucker, I am allowing the member to have a run because you are pursuing 
a particular line of inquiry. I note I have the shadow minister seeking the call as well. 
Hon SUE ELLERY: If I might be so bold, the honourable member was out when the second reading debate was 
done, so I am also being a bit generous because he did not get the opportunity to contribute to that. 
The DEPUTY CHAIR: Thank you for sharing that, minister. 
Hon WILSON TUCKER: This is my last question for now. When this information is replicated to the Department 
of Home Affairs site, is the photographic information saved alongside the signatory information? If there were 
a breach, would a person whose photograph is stored in that database be easily identifiable? 
Hon SUE ELLERY: The signature will not be shared. It will be the photographic image and certain information 
that is on the driver’s licence—for example, date of birth and address, but not the actual signature. 
Hon DONNA FARAGHER: I have just one other question. I was midpoint when there was a follow-up, so I will 
go back, if I may, to my question. I appreciate what the minister has indicated, and she has indicated that she is not 
supportive of that recommendation. To close it off, the minister mentioned that the government wants to be part 
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of the national scheme and to keep it consistent, and I accept that. I suppose my question is: how would it negatively 
impact the national scheme by simply requiring the CEO, which is the requirement under this proposed section, to 
advise the minister of “details of any loss of, or unauthorised access to or disclosure of, identifying information”? 
What I fail to understand is how that simple reporting mechanism, which is, in part, already there—we are just 
broadening it out to “any”—can negatively impact the national scheme? 
Hon SUE ELLERY: We are required to, as part of the intergovernmental agreement, adopt the “serious harm” 
definition. If we were to put in this legislation an additional requirement, we would be running two parallel processes, 
which is an additional administrative load, I suppose. It may well be that the good practice of a director general is 
that that information is reported to the minister in any event, but we do not want to put it in this legislation before 
the house because we do not want to create two systems. We do not want that duplication. I take the point made by 
the member. I am happy to raise it with the minister. I expect that it would be good practice but we do not want to 
put it in the legislation before us now. 
Hon DONNA FARAGHER: I appreciate what the minister has said. I still hold the view that I do not think it is 
necessarily a parallel process if they are already subject to annual reporting measures. I am not asking for a separate 
annual report. To be honest, it is a separate part in a table and it is information that I would expect to be provided 
as a minister, as would any minister. I fail to see how this impacts negatively on the national scheme. From 
a transparency point of view, the CEO should provide that information to his or her minister of the day. I appreciate 
that the minister will raise it with the Minister for Transport, but I will go back now to see what other options 
might be available, certainly in terms of annual reporting mechanisms to the Parliament. 
Hon NEIL THOMSON: At the risk of going over some of the discussion that the minister had with Hon Wilson Tucker, 
I want some clarification on the structure of the various systems in operation. I appreciate the provision of the 
infographic, which is useful. This has some bearing on some or the assertions made around the need for this legislation 
to develop systems so that the data can be tested and that when the national system is adopted, those systems will 
be in place. 
Firstly, I want to get some simple clarification on the systems involved because that ties in with Hon Donna Faragher’s 
comments on the serious harm issue. At the bottom right-hand corner of this infographic is the driver’s licence. 
We know of the dumb data there that contains someone’s image and their details. That is information that has been 
uploaded through the licensing system. Is that the transport executive and licensing information system? 
Hon SUE ELLERY: No, it is not; it is a separate system. 
Hon NEIL THOMSON: Is the minister saying that the issues around TRELIS that were identified by the 
Corruption and Crime Commission are not relevant in this case to the maintenance of any of the data? How is that 
information stored and can it be accessed by officers within the Department of Transport in the same way that 
TRELIS can be accessed? 
Hon SUE ELLERY: A much smaller set of officers have access to this information. On the other side of it, 
a higher level of security measures are in place with this system. More generally, I caution the member on going 
down the path of asking me questions about TRELIS. I responded to that in my second reading speech. I am not 
sure that I am going to be in a position to add much more to that. 
Hon NEIL THOMSON: I was just trying to clarify things. Apologies if I have gone over some ground already 
covered. The officers are probably fully aware of how all this works, but it is complex. Would it be fair to say that 
we have this licensing data, which includes a photo of a person. There is nothing smart about it; it is basically a photo 
and some details about that person. It sounds like something that could have been developed years ago. I assume 
that it has been in place since photos were required in the Western Australian licensing system—correct me if I am 
wrong. But the reasoning for my questioning is to understand what needs to be developed and why, and what we 
might be able to achieve through a state-based system in the absence of the federal system. 
In the next column to the left on the infographic is this facial recognition system with a dotted line around it. The 
minister mentioned in her discussion that each state is required to develop that system. I assume that that is the 
smart part of the system that contains the biometrics that link the photo back to the individual so that with some sense 
of assuredness, we can say that this is definitely a photo of that person. Could the minister explain what stage WA 
is at with that dotted section? Have we started to develop that system? Is it in place now; and, if it is already in place, 
how does it interact with this legislation, or have we not yet started to develop that system? 
Hon SUE ELLERY: It is under development, but we need legislation to give the agency the authority to do the 
work. If we look at this infographic—I do not know how this helps Hansard—at the bottom of the second column 
from the right is the facial recognition system with a red dotted line around it, and then there is a straight line leading 
into the biometric interoperability hub. Western Australia needs to build its interface into that hub. Each jurisdiction 
has a responsibility for designing the system that will match their facial recognition system. Every state has their own 
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version of that, but they are all different. The work that needs to be done is to work out how the Western Australian 
version of that facial recognition system will feed into that hub. 
Hon NEIL THOMSON: Thank you. Again, apologies to Hansard because of the infographic. I appreciate the 
minister’s explanation of it. Is the minister saying that WA has a version of that facial recognition system, but it is 
not entirely consistent with that of other states? 
Hon SUE ELLERY: Western Australia has its own facial recognition system. It is not connected to the other 
states and, frankly, it is not about whether it is consistent with the other states; that is not the objective. The objective 
is that each state develops its own system to feed into the hub that meets its own requirements. As the member will 
recall, we are talking about each state having its own portal, to which it determines who gets access. Each state has 
responsibility for building the system that feeds in. It is not driven by a desire to be consistent; that is just not 
relevant. It is about how Western Australia designs a system that protects its portal in that hub. 
Hon NEIL THOMSON: That helps me. Moving to that big circle in the middle—the entire biometric interoperability 
hub—will that be owned by the commonwealth or will we have to develop it on our own? 
Hon SUE ELLERY: That is the commonwealth’s bit. That is the national hub. 
Hon NEIL THOMSON: I am confused, and I am happy for the minister to explain and correct me if I am wrong. 
We see that that biometric interoperability hub is a commonwealth system. It seems to be the heart of all of its 
architecture—the whole technology space that is going on here to drive the facial identification service, and it is 
the place where the verification service links into credentials issuers, law enforcement or other government agencies. 
In the second reading debate, when we were having our discussion earlier, I got the impression that if that was not 
developed, somehow WA would proceed with certain sharing of information, potentially with some of its own 
clients—a sort of handshake, it could be said. I am obviously not using a technological word, but that handshake 
verifies the yes or no—I think that was the term the minister used—to say whether the person is who they claim 
to be. Somehow we were going to have our own service independent of the service that is being developed. The 
minister is saying that it will be all that, but that piece in the middle is the commonwealth. They are just trying to 
work this out here because it comes to the question, which the minister can answer, of why we need this legislation 
now, given that the other part has not been done. 
Hon SUE ELLERY: I appreciate that this is complicated, but I feel like I have said this about five times. We need 
the authority to share with agencies, beyond the authority we have currently to share with a limited number of 
agencies. Before providing operational connection from WA to the national drivers’ licence facial recognition 
solution, it is necessary to conduct thorough performance testing and end-to-end testing. This confirms that the data 
flows work as they should and that all steps work correctly. Disclosure of image information is currently heavily 
restricted in the WA road law and disclosure is authorised only for official purposes of law enforcement and 
intelligence agencies. Testing data connections to the national solution under our legislation now is not an authorised 
purpose. Any disclosure could be an offence under existing legislation. In a large enterprise IT system, it is not 
just prudent, but essential to carry out extensive testing to identify unforeseen problems. We cannot do that testing 
because we are not authorised to share that information. Each licence record has many data fields, and they can 
sometimes interact in unexpected ways. The existing Department of Transport system interfaces with police and 
other government agencies, and this adds to the complexity of testing systems. Development has been done to the 
extent that it is possible, using what they describe as “synthetic” but I describe as “dummy” records. The completion 
of real data testing will ensure that WA records integrate with the Home Affairs system correctly. 
Hon NEIL THOMSON: At the risk of the minister having to repeat herself, the challenge I have relates to the 
third paragraph under section 1.2 on page 3 of the explanatory memorandum. It states — 

Prescribed persons for the purpose of disclosure of driver’s licence information as listed in regulation 7 
of the Road Traffic (Administration) Regulations 2014 currently include the CEO of WA public sector 
agencies … 

It currently includes the CEOs of public sector agencies. It sounds like we are already able to share information with 
CEOs of public agencies, the chairperson of the Australian Securities and Investments Commission, the Chief of 
the Defence Force and the Commissioner of the Australian Border Force or persons nominated by those persons. 
There seems to be some potential—maybe it is a case of explaining what the difference is and the fact that we need 
to use what the minister calls dummy data—to share certain information with pretty much any public sector agency, 
the Australian Securities and Investments Commission and a range of other entities. 
Hon SUE ELLERY: The conversation we have been having up until now is about the facial recognition system. 
The section of the explanatory memorandum that the member is referring to now is about disclosure of other 
information. He is quite right reading that paragraph, but that is about all the information. It is not about the exchange 
of facial images. 
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Hon NEIL THOMSON: I thank the minister for that clarification. Is the minister saying that we cannot share 
a photograph? 
Hon SUE ELLERY: Correct. I know this is complicated, but I reckon I know it 100 per cent. We cannot share 
photographic facial images beyond a certain limited authority that is set out in the relevant act right now. The bill 
that is before us now will extend this authority to share facial images beyond where we can share them right now. 
Hon NEIL THOMSON: If that is a given, yes, I understand. Who can we share those photos with now? 
Hon SUE ELLERY: I am pretty sure that I provided this in my second reading reply, and I am pretty sure that I have 
answered this already. It is the WA Police Force, other jurisdictions’ police, the Corruption and Crime Commission 
and the Australian Security Intelligence Organisation. 
The DEPUTY CHAIR (Hon Dr Sally Talbot): Before I give you the call, member, the minister has indicated that 
you are travelling close to the boundaries of her patience, and I would just caution you that that may not be a good 
place for you to go. With that caution, I give the call to Hon Neil Thomson. 
Hon NEIL THOMSON: I take that cautioning advice. I have a question arising from that answer. Right now, the 
minister can provide me with a list of authorities we can provide photographs to, yet previously she said that we could 
not develop the new architecture without using dummy data. Maybe we can just agree to disagree, and maybe that 
is where we come to, but the way I read it is that the department that will administer this legislation will have all 
the authority it currently needs to get on with the job of building the facial recognition system, test it with the police, 
and make sure it works. Why can we not do that, and why do we need this legislation now, given that we do not 
yet have the necessary regulatory legislative framework at the national level? 
Hon SUE ELLERY: Right now, the authority to share information is limited to police here, police interstate, the 
Corruption and Crime Commission and the Australian Security Intelligence Organisation. The proposition in the 
bill before us is to broaden the scope of agencies for which this agency has authority to share facial recognition 
images. I cannot say it any other way. Right now, the authority is limited to these agencies. The bill before us extends 
that authority to other agencies and through the hub. 
Hon NEIL THOMSON: So we get this bill through, which will no doubt happen. We have the authority. We 
continue with the development of the facial recognition system, and then, hypothetically, the commonwealth does 
not develop the biometric interoperability hub because whatever government of the day, after the May election, 
decides to continue to — 
Hon Sue Ellery interjected. 
Hon NEIL THOMSON: The Morrison government or whatever; it could be any. Remember that this is a legislative 
thing and we have had those expectations prior to the last election when we saw the parties being cancelled. What 
state agencies—because, using the hypothetical example, we will not have this national interoperability hub—are we 
going to start sharing with and do they include, for example, Landgate’s title system? 
Hon SUE ELLERY: In the event that the commonwealth does not proceed down that path, or the Albanese 
government does not proceed down that path, if this bill were to pass, WA would still have an extended authority to 
share information with other Western Australian agencies and, if it chose to, to share that information with agencies 
in other jurisdictions. It is really hypothetical to ask me whether it would apply to Landgate. Those considerations 
have not occurred and will not occur unless that event happens. Right now, irrespective of the environment in the 
federal electorate right now, the Department of Home Affairs, the commonwealth agency, is proceeding to build this. 
Western Australia needs to be able to do it, to extend its capacity to do testing, and so that is what we are doing. But I am 
not in a position to go beyond and into a hypothetical about which other agencies might be captured; I cannot do that. 
Hon WILSON TUCKER: I am cognisant of the minister’s decline in patience. Minister there is a sentence in the 
explanatory memorandum that I would like to get some clarity on. It states — 

… this Bill seeks to expand existing provisions relating to the disclosure of information to enable the 
disclosure of photographs and signatures — 

It then has in brackets — 
(as well information associated with such a photograph or signature to facilitate identification of the 
person) … 

My question is: what other associated information is included as part of this bill? 
Hon SUE ELLERY: It is core information, so it could be the things that are recorded on a driver’s licence already: 
gender, address, date of birth. Depending on the circumstances, it may also include where the photograph was taken. 
Hon WILSON TUCKER: Minister, is it correct to say that the actual image on a driver’s licence is considered 
to be the photograph in this context? 
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Hon SUE ELLERY: Yes, it is. If I just take that step further, the additional information that the member is talking 
about, in that sense, would go beyond those things that are already identified on the driver’s licence and might be 
about where the photo was taken or what time of day the photo was taken if that information was held somewhere. 
Hon WILSON TUCKER: As well as the location, can the minister please expand on what other metadata will be 
considered as part of this bill? 
Hon SUE ELLERY: I am advised that it is really about process, not necessarily about some additional data that 
someone is holding somewhere that is not on a driver’s licence. Essentially, as I understand it, it is about the 
protections that are in place for sharing a photo versus sharing identifying information that is not a photo, and so 
by using the expression “additional information”, it enables the whole package, if you like, to be shared. But there 
are different mechanisms in place to protect the photo as opposed to protecting date of birth, address et cetera. 
Therefore, by using the expression “additional information”, it is not, I am advised, about whether someone has 
cats or dogs at home or any other bit of information; it is about how best to capture the sharing of a facial image 
with the sharing of actual text data. 
Hon WILSON TUCKER: Thank you, minister. I just want to expand on the point of additional information. We 
have clarified that the photo will be a copy of their driver’s licence, which contains name, date of birth et cetera. 
Will there be additional separate text fields that will be transferred across with the photograph that would identify 
a person, like a name or date of birth, that would be considered as part of this additional information? 
Hon SUE ELLERY: I am advised, yes; it could be the case. There would be fields for name and other identifying 
information, but there might also be a field for a reference number, which might be the driver’s licence number. 
Hon WILSON TUCKER: Thank you, minister. With these text fields and the data in general, will there be 
a classification rating or system that will be used as part of this system related to these individual data fields of 
personal information that will be used in this solution?  
Hon SUE ELLERY: I am advised that there is a national policy on the taxonomy of these things. I am also advised 
that the Department of Transport and Western Australian government agencies are working on a classification system 
as well. 
Hon NEIL THOMSON: The explanatory memorandum refers to—I am sorry I cannot find the exact spot right 
now—an example of a police officer operating out of Tasmania who might want to get access to somebody from 
Western Australia’s photographic record. The example was used to explain why we need this change. Currently, 
the photographic information on a driver’s licence is provided to the Western Australia Police Force. Does WA police 
maintain and can it share at a national level photographic information that is part of its normal crime fighting data? 
Hon SUE ELLERY: Yes, it does. I am advised it is a watermarked image that shows who produced it. 
Hon NEIL THOMSON: Why is this legislation required to enable an officer based in Tasmania to access 
a photograph of somebody? How in practical terms will it help an officer in Tasmania access information when 
they can currently access it through the Tasmanian police system and, I assume, some national system that police 
maintain? Apart from the watermark, what difference will it make? 
Hon SUE ELLERY: Last time, deputy chair. This legislation is about giving the agency the authority to share 
facial recognition data with other agencies through the commonwealth hub. Whatever arrangements police have long 
had in place will continue for the purposes of police, if that is what police want to do. This bill will not preclude, 
impinge or prevent the Western Australia Police Force doing what it has always done. This bill is not about that. This 
is bill is about providing authority to the Department of Transport to expand the scope of agencies with which it is 
able to share information. Deputy chair, with the greatest respect to the honourable member, I cannot say it again. 
Hon NEIL THOMSON: My patience is also wearing thin. It works both ways. Patience is important in this place.  
I make the point that the explanatory memorandum states that cases are predicated on law enforcement and that 
the Australian Security Intelligence Organisation and the Western Australia Police Force have access to information 
already. This legislation is about sharing information with other agencies. The minister cannot even explain to me 
whether information will go to Landgate, for example. I will pause because it is an important point. This explanatory 
memorandum, in my view, does not properly reflect the purpose of putting this bill through Parliament before the 
biometric interoperability hub is developed by the commonwealth. I said in my contribution to the second reading 
debate that I did not have any major objections to the bill. The opposition is not opposing this bill, but I find it 
difficult to accept that the rationale put forward is the real rationale. I started to think, “What is the rationale for 
this bill?” It would be useful for the people of Western Australia and those who are bothered to look at this complex 
and rather difficult subject to know that Western Australia is proceeding with the process of developing its own 
facial recognition system. Apparently it already has a system in place. It will do some facial identification services. 
We cannot seem to find out how that will enhance the Western Australian context.  
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I will not press the minister any further because I respect that she has her opinion. I may have completely missed 
something that has been said, but I am doing my best here, as we all are. 
We have document verification processes. Let us put the law enforcement part of the legislation to one side because 
it seems to me that the law enforcement rationale is well and truly covered by police systems. ASIO has access to my 
records and other members’ records, which it should. If ASIO wants to undertake some sort of biometric assessment, 
I am sure it can with the full scope of the technology that it has at its fingertips. I want to ask an important question. 
We have all been through the process in the last few weeks and months of establishing our identity to diligently 
get our vaccination certificates online, for example. We had to go through that rather clunky process of verifying our 
identity, which is managed by the commonwealth, may I say, to then get the vax certificate. It was all very fine, 
but it is all-in. One thing we had to do was to tick a box labelled “consent”. It might be a moot point now, but given 
that the crooks are covered—the police and ASIO seem to have access to information—why could the state not 
simply have a process through the licensing repository that when people apply to get their licence they tick a consent 
box? I would tick it. I would be happy for my face to be on the system and shared all over the place. Why not have 
a voluntary system with a box to tick to allow people to give their consent? 
Hon SUE ELLERY: Essentially, this bill will introduce for the first time the kind of consent system that the member 
is suggesting, but it does not limit the sharing of that information by consent only, because it is highly unlikely 
that the baddies are going to give their consent.  
Hon WILSON TUCKER: A passage in the second reading speech mentions that this system cannot be used for 
real-time monitoring or recording of people’s data. Can the minister please expand on what checks and balances 
will be in place to stop real-time propagation of information going to this solution? 
Hon SUE ELLERY: The architecture of the national driver’s licence facial recognition solution and the structure 
of the bill, and in due course corresponding commonwealth legislation, will prevent the use of the facial recognition 
solution and in particular the face identification service as a mass surveillance tool, if that is what the honourable 
member was referring to. The system will accept only a still image as an input; it cannot be connected to a live feed 
from a closed-circuit television system. This legislation will authorise the disclosure of an image to an authorised 
person in an authorised agency for an authorised purpose. These purposes are linked to the purposes set out in 
clause 1.2 of the intergovernmental agreement.  
Governance of the system will require organisations to sign documents that specify the processes for making requests, 
authorisation levels, types of incidents covered, data breach response plans, and record keeping and auditing. In 
order to make a request for a search it will be necessary to specify a reason that a search is required, with justification 
that it meets the threshold requirements, and the officer must seek approval from a senior endorsing officer before 
the request can be lodged. For a police organisation to identify a suspected criminal, the threshold limit for the 
offence will be three years’ imprisonment. This is designed to limit the use of the service for less serious offences, 
noting that offences carrying two years’ imprisonment are still relatively serious matters. It will not be lawful for 
the Department of Transport to disclose images if these requirements are not met. The system will automatically 
reject the request and there would be an audit of any request. 
I think that demonstrates that the prospect of watching an individual or a group in case they did something wrong 
could not be achieved. That was a deliberate effort by the commonwealth and the states and territories. Although 
a police force could not monitor a crowd using facial recognition, it would be open to use the facial identification 
service if offences were later committed. If there is an allegation that someone has committed a serious crime and 
that an image was available and that request was approved by the endorsing officer, that image could be submitted. 
Hon WILSON TUCKER: I thank the minister for the explanation. Will any part of this system be automated that 
could be used for mass surveillance without a manual check or the involvement of a human being? 
Hon SUE ELLERY: No. 
Hon NEIL THOMSON: I note that by the look of it, the intergovernmental agreement provides some protection 
against mass surveillance. That is a reasonable question to ask and it provides some comfort for members here to 
understand that. Earlier, we talked about the issue of consent. I note the principles of the IGA when this system 
will be in place. At the bottom of page 14 of the IGA is the statement at clause 5.1 that private sector access to identity 
matching services will be limited to organisations that — 

(a) are required or authorised by a law to require the identification of an individual or to verify the 
identity of an individual, or 

(b) have a reasonable need to use government identifiers to verify the identity of an individual. 
I suppose that is probably part of this discussion. Currently, the police, ASIO and a few other organisations already 
have access to photographic information, but we are saying that that list might be extended. There is a demarcation 
between those organisations because I note that the Australian Securities and Investments Commission has access 
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as well, from what I have read, but that might not be photographic information. Sorry if we are going over that 
again, but I am trying to understand. There is talk about the financial institutions and telecommunication providers 
that have identification verification obligations under commonwealth anti-money laundering legislation. Is this 
extension part of trying to align it with the Anti-Money Laundering and Counter-Terrorism Financing Act provisions? 
Are we meeting those obligations presently or are we not? That is the question I have. 
Hon SUE ELLERY: I think I said in my second reading reply that Western Australia is not permitted to extend 
the facial recognition provisions to the private sector, which would include banks and financial institutions. 
Hon NEIL THOMSON: The IGA says at page 9 that an organisation as defined in clause 3.1 of the IGA is — 

… a member of the private sector, being an individual, body corporate, partnership, unincorporated association 
or trust that is not an Agency and that is participating in or may wish to participate in the Identity Matching 
Services. 

This brings us to the potential Holy Grail of mass surveillance. We have been talking about whether there is 
unlimited exposure and whether an unincorporated association may wish to be part of this. That is a pretty broad 
definition in the IGA. If this bill passes and we have the processes and the CEO in place, what reporting requirements 
and what checks and balances will be in place in Western Australia as the list of these participating organisations 
grows? What will the checks and balances be and what information will be available to those organisations? Will 
everything be reported in terms of the list of organisations that have access to this identity matching service? Which 
organisations will then utilise that service? How will we know what the minister’s commitment is given that she 
has not yet decided the extent to which that service will be expanded? 
Hon SUE ELLERY: I cannot predict into the future other than to say that Western Australia has not made a decision 
to provide access to the private sector. I think it is worthwhile noting that the reference the member made to the IGA 
is not a reference to sharing identifying information or photographic information. As I said in my second reading 
reply, if we were to go down the path of sharing that type of information with the financial sector, it would be for 
verification. I described that as: “Does this image match an image you hold? Tick yes or no.” It would not be providing 
access to the photographic or identifying information. It would be a case of saying, “This is the photo we have. 
Does that match anyone you have?” 
Clause put and passed.  
Clauses 2 to 5 put and passed. 
Clause 6: Sections 16B and 16C inserted — 
Hon NEIL THOMSON: Clause 6 inserts proposed new section 16B “Disclosure of information with consent” 
and states — 

The CEO may disclose information about a person obtained in the administration of a road law to obtained 
in the administration of a road law to another person with the consent of the person to whom the information 
relates. 

What is the specific purpose of proposed section 16B? How will it operate given the wideranging powers of a road 
law? Does it have anything to do with, for example—I assume it is not a road law—the infamous Wilson Parking 
case in which parking information was shared? I assume that this does not involve the sharing of — 
Hon Sue Ellery: There was no consent there. 
Hon NEIL THOMSON: No; that is right. I wonder how this relates to that and what it anticipates to result in given 
that we already have provisions to provide information to the police. I wonder who else administers road law who 
might otherwise want information with consent? 
Hon SUE ELLERY: The provision for disclosure of information with consent is included if somebody wants to 
disclose information that has some authority behind it with, for example, sorts of organisations like ServiceWA, 
Service NSW, Service Victoria or whoever, or if they were looking to provide that information with any other 
organisation. This will allow them to do that. 
Hon NEIL THOMSON: At the risk of sounding like I want to go further, I wonder why we do not have a consent 
provision—because we are focusing on the administration of road law to another person with consent—for any 
information sharing? Why does it have to be restricted to a road law? What is the road law requirement? 
Hon SUE ELLERY: This is not just about road law. It is the case now that the Department of Transport can share 
driver’s licence information with their counterparts in other states. This is for when somebody wants for some 
reason to share their information that is held by government with some other agency or jurisdiction. This will allow 
a person to provide consent and will give the agency the authority to release that information. 
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Hon NEIL THOMSON: I appreciate that. I support the ability of people to do that. I would happily tick the box 
to have all details on my licence shared with consent. I mentioned in my contribution to the second reading debate 
the ubiquitous nature of facial recognition and how Facebook, Google and other entities have a lot more information 
than, unfortunately, some of our crime-fighting agencies. But I think the principle of consent is important in the 
current context and it is a very important step. I think that is okay. 
Proposed section 16C “Disclosure by means of automated system” states — 

(1) If the CEO is authorised to disclose a photograph, signature or information under a road law, — 
I am not sure that that has been explained — 

the disclosure may, subject to the regulations, be made by means of an automated system.  
My interest here specifically is with the controls and the accountability of that consent process given that there is 
going to be an automated system. How will it be checked, audited and reported that consent has been given, because 
from the moment an automated system is introduced, there is the potential for things to be shared without the consent 
of the authorising person. Maybe the Leader of the House could explain the accountability mechanisms that are in 
play for this automation. 
Hon SUE ELLERY: The honourable member needs to read proposed sections 16B and 16C together. The first is 
an enabler for the second. Proposed section 16B states that the CEO may disclose information if they have consent. 
Proposed section 16C states that once they have that consent they are authorised to do X, Y and Z. The two need 
to be read together. The system of the mechanisms to do a check on consent or otherwise have not been built 
yet. Again, the authority needed to do this needs to be put in place in order for the building of those mechanisms 
to occur. 

Hon NEIL THOMSON: I appreciate that these work together. I thank the Leader of the House for that explanation. 
It sounds as though the systems have not been built, but will they be subject to regulation? Have those regulations 
been developed?  

Hon SUE ELLERY: No. 

Hon NEIL THOMSON: The exercise of this provision will not be finalised at all. Basically, this bill will go 
through. There are some regulations. When are those regulations likely to be finalised? 

Hon SUE ELLERY: I cannot give the member a time line. There is an amendment on the supplementary notice 
paper that the government will agree to, which means that once the bill passes through this chamber it will have to 
go back to the other place and go through the normal process of assent. I cannot give the member a time line.  

Hon NEIL THOMSON: I assume that the regulations will outline the detailed issues that I raise in relation to the 
rules that govern reporting. I suppose what I am saying is that we would hope that there is a mechanism to assess 
the performance of the disclosure, particularly in the area of consent. I am sure that everyone in this place has 
a fairly sympathetic view on the disclosure of facial recognition data to our law enforcement and counterterrorism 
organisations. What I think people get antsy about—or troubled about, for the sake of Hansard—is the ability to 
provide holus-bolus information. I agree with the Leader of the House that the consent issue is important; it is good. 
But I think that most people in the community would like to know that particularly when there is so much value 
in information.  
We saw the Western Australian government’s decision to sell the data management system for Landgate. Personally, 
I think the commercialisation of some of our data is concerning, particularly when the data on ownership is coupled 
with data on people. We know that every organisation out there that is on the forefront of technology sees getting 
all that information as a Holy Grail; they value it. I am troubled by some of the privatisation of the state’s data 
because I think we can provide a lot of it. Please allow me to say that, but I digress a little. The point is I think it 
is very important that the consent provisions are subject to a high degree of scrutiny because the ability to onsell 
or move data — 

The DEPUTY CHAIR: Member, do you have a question relating to clause 6 because it is starting to sound like 
a second reading contribution. 

Hon NEIL THOMSON: It may. Thank you for your advice. The issue is to what extent the regulations will control 
the reporting of consent being given to whomever is managing this data for the provision of data to any entities as 
outlined in the full scope of the intergovernmental agreement, which I read earlier, or whatever scope that is agreed 
to by this government. 

Hon SUE ELLERY: I am not able to tell the member that. The drafting of the regulations will not start until 
the bill is passed and has been granted assent. I note the member’s point of view, but I cannot really add anything 
further. 
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The DEPUTY CHAIR: I draw members’ attention to the supplementary notice paper. We are dealing with the 
Transport Legislation Amendment (Identity Matching Services) Bill 2021. We just circulated supplementary notice 
paper 26, issue 2, which supersedes the earlier supplementary notice paper. 

Hon WILSON TUCKER: My question is on proposed section 16C — 
The automated system may, subject to the regulations, allow relevant persons to retrieve data in the 
system and to be sent alerts … 

It mentions alerts for modification and addition. Is the minister able to please expand on whether any other alerts 
will be triggered for any state changes to that data and who receives these alerts? 

Hon SUE ELLERY: It is to assist customers. For example, someone might agree to their employer being provided 
with automatic updates on how many points they have lost on their driver’s licence. Some organisations require 
that. A customer would consent, and that is the kind of information that is envisaged would be encapsulated there. 
A customer could also consent to their local council or utility providers being notified when they update any 
information that is relevant to those organisations. That will be done with the consent of the customer because it 
is something that the customer will seek. 

Clause put and passed. 

Clauses 7 to 9 put and passed. 
Clause 10: Section 9 amended — 
Hon NEIL THOMSON: For the sake of efficiency, this deals with an element that is duplicated in clause 11 to 
amend a different part of the act, so I am covering both at once. This covers the matter in the explanatory memorandum 
that refers to, from what I can understand at least, the retention of historical photographs. Page 8 of the explanatory 
memorandum refers to the use of historical photographs. I would like to tie those two together; that is my request. 
I hope it is the right clause. This issue is about the 10-year expiry. The explanatory memorandum states — 

6.  Enable the retention of historical photographs and signatures 
Sections 9(5) and 11A(6) of the Road Traffic (Authorisation to Drive) Act 2008 and section 17(1) 
of the Western Australia Photo Card Act 2014 currently require the CEO to ensure that customer 
photographs and signatures are destroyed if not used on a learner’s permit, driver’s licence or photo 
card within the preceding 10 years. 
This also applies to copies of photographs held by other agencies, such as the WA Police Force. 
This requirement is no longer considered appropriate, as historical photographs may be relevant 
to law enforcement, particularly where crimes remain unsolved for decades.  

I suppose that all seems reasonable, but laws have been made in this place before and somebody, or somebodies, 
in their collective wisdom, has put the limitation for the retention of photographs as 10 years. Maybe some of the 
older members would rather have those photos retained! The question is: what was the original requirement? The EM 
says that it is no longer considered appropriate. On the flip side, why was it appropriate in the first place? What 
was the logic in having those expire? The question follows: why do we need to retain those? I am sure the retention 
of those will not make a huge difference to our law enforcement agencies. There must have been a reason for not 
retaining those in the very first instance. 
Hon SUE ELLERY: The original purpose was just for drivers’ licences, learners’ permits and the like, but it has 
extended to law enforcement, hence the change.  

Clause put and passed.  
Clause 11 put and passed. 
Clause 12: Part 2 Division 3A replaced — 
Hon NEIL THOMSON: I will make a general statement here and then Hon Donna Faragher will move an amendment. 
Clause 12 is subject to considerable review in the report of the Standing Committee on Uniform Legislation and 
Statutes Review, so it is worthy of considerable discussion, as outlined during the second reading debate. The 
minister addressed to some level why the recommendations were not put forward. Recommendation 1 of the report 
was to — 

… amend clause 12, proposed section 11(C)(1) of the Transport Legislation Amendment (Identity Matching 
Services) Bill 2021 to limit the people or classes of people to whom identifying information can be disclosed. 

That is possibly where some of the earlier discussion about the inability to provide those lists—the minister’s 
response that she keeps giving is that the government does not know yet, which does not fill us with a huge amount 
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of confidence, particularly around the commercialisation aspects. Why is the government not taking on that 
recommendation and can the minister provide more background on that? 
Hon SUE ELLERY: I went through each of the recommendations in the committee’s report in my second reading 
response. I did that quite deliberately so that the information was available and knowing that people would have 
time last night to read it. I am not going to repeat that other than to say that I did, at the end of yesterday’s session, 
and noting the suggestion made by the Chair of the Standing Committee on Uniform Legislation and Statutes 
Review, undertake to seek advice on that. We now have on the supplementary notice paper an amendment that the 
government will move that gives effect to the suggestion from the chair of the committee. I do not intend to repeat 
what I explicitly set out in my reply to the second reading debate.  
Hon DONNA FARAGHER: I am not sure if others have more general questions, so I just held back for a minute, 
but I have an amendment standing in my name. I am happy to move that now. I know what the government’s 
position will be on it, but just for the record, the amendment that I propose is that at clause 12, page 13, lines 2 to 4, 
we delete the words “that is likely to result if serious harm to a person to whom the information relates”. I do not 
intend to canvass a great deal from what I raised at clause 1. I appreciate the minister’s response, but I still hold 
the view—and it was the committee’s view—that based on even the information provided by the minister today, 
it would not negatively impact the national scheme to simply require the CEO to provide to the minister at the 
annual reporting time “details of any loss of, or unauthorised access to or disclosure of, identifying information”. 
The important principle here is that although the bill refers to “serious harm”, the minister of the day, and indeed 
the Parliament, should be aware of details of any loss of or unauthorised access to or disclosure of identifying 
information. It is important that we know that. I would like to think that robust processes are in place to ensure 
that such information is not disclosed, but we are not going to know that, or the level of inadvertent disclosure or 
whatever it may be, because it is not provided for in this legislation. I heard the minister, who is the representative 
minister in this place, indicate that she would certainly take it up with the Minister for Transport in the context of 
it being good practice to provide this information. But certainly from my perspective, it is not unreasonable for the 
CEO of the department to provide that information annually to his or her minister. On that basis, I move — 

Page 13, lines 2 to 4 — To delete — 
that is likely to result in serious harm to a person to whom the information relates 

Hon SUE ELLERY: I indicate that the government will not be supporting the amendment for the reasons that I gave 
before. It is outside the scope of the bill. This bill gives effect to the Intergovernmental Agreement on Identity 
Matching Services. In the long title, it is described as — 

An Act … to give effect to an intergovernmental agreement on identity matching services, and for 
related purposes. 

The standard under the intergovernmental agreement is “serious harm”, and all parties under the intergovernmental 
agreement are required to notify occurrences in accordance with that threshold. Accordingly, WA would not receive 
notification of a lower level breach from others in the system, nor would WA be able to notify other participants. 
The proposal to have a lower threshold would have no relevance to the bill, but would be about separate data 
breach reports between the Department of Transport and the minister, which could be reported administratively 
and may well be reported administratively. That might be something the honourable member might want to consider 
the next time the bill comes before the house. However, this amendment is not consistent with the terms of the IGA 
and the government will not be supporting it. 
Hon WILSON TUCKER: I rise to support the amendment. The recommendations of the committee in this case 
are very sensible. Any breach should be disclosed. This is really a scenario in which it seems that the private sector 
is miles ahead of the public sector. Breaches in private and online companies happen all the time. They disclose 
information on those breaches and make them known publicly for several reasons: firstly, so that their user base 
can take appropriate action; and, secondly, to avoid any harm to their reputation. The fact that the government is 
holding its own residents’ information means that it should be held to a higher standard than the private sector. 
That is why I approve of this very sensible amendment. 

Division 
Amendment put and a division taken, the Deputy Chair (Hon Jackie Jarvis) casting her vote with the noes, with 
the following result — 

Ayes (8) 

Hon Martin Aldridge Hon Donna Faragher Hon Steve Martin Hon Wilson Tucker 
Hon Peter Collier Hon James Hayward Hon Neil Thomson Hon Dr Steve Thomas (Teller) 
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Noes (16) 

Hon Klara Andric Hon Sue Ellery Hon Kyle McGinn Hon Samantha Rowe 
Hon Dan Caddy Hon Lorna Harper Hon Shelley Payne Hon Matthew Swinbourn 
Hon Sandra Carr Hon Jackie Jarvis Hon Stephen Pratt Hon Dr Sally Talbot 
Hon Kate Doust Hon Alannah MacTiernan Hon Martin Pritchard Hon Pierre Yang (Teller) 

            
Pairs 

Hon Colin de Grussa Hon Stephen Dawson 
Hon Nick Goiran Hon Ayor Makur Chuot 
Hon Tjorn Sibma Hon Rosie Sahanna 

Amendment thus negatived. 
The DEPUTY CHAIR: The question is that clause 12 stand as printed. 
Hon DONNA FARAGHER: I appreciate that the decision of the chamber was not to support that amendment, 
but just to close off on that, I ask the minister whether she could in due course speak to the Minister for Transport 
about opportunities, through either the minister, a Treasurer’s direction or whatever it may be, to request that the CEO 
provide that information through the annual reporting system. I understand that that is an alternative mechanism 
that could be done without obviously impacting on the bill. I do not think that it is unreasonable and it would, in 
fact, be good practice for the CEO to do that. I just ask in good faith that the minister reflect that to the minister 
and/or the Treasurer. 
Hon SUE ELLERY: I am happy to give that undertaking to the honourable member. 
If it is appropriate, I move — 

Page 13, after line 14 — To insert — 
11K. Tabling amendments to intergovernmental agreement 

If the intergovernmental agreement (other than a Schedule that does not relate to this State) 
is amended, the Minister must cause a copy of the amendment to be laid before each 
House of Parliament within 14 sitting days of the House after the amendment is made. 

Members will recall the discussion in the chamber yesterday about recommendation 3 of the 134th report of the 
Standing Committee on Uniform Legislation and Statutes Review, which was about whether the terms of the 
intergovernmental agreement were, essentially, the change and what the chamber could do to ensure that Parliament 
was provided with information. Hon Donna Faragher made a very sensible suggestion. I think she described it as 
a happy medium, and I am obliged to her for that. The effect of the amendment will be to amend the bill in two places. 
It will result in amendments to the intergovernmental agreement being laid on the table of each house of Parliament 
within 14 sitting days of the house after the amendments are made. 
Hon DONNA FARAGHER: I am very pleased to see this amendment. Obviously, the minister undertook to look 
into that and I appreciate that she has now come back with this amendment. I think that this will provide an 
opportunity to ensure that Parliament is made aware any time the IGA is amended. It is important, given the fact that 
it forms a large part of this bill. I appreciate the minister taking on board my comments yesterday and I think the 
bill will be improved because of it. 
Hon NEIL THOMSON: The amendment is supported by the opposition. We think it is, in the words of Hon Donna 
Faragher, welcome. This is probably a rather historical occasion in the forty-first Parliament of Western Australia. 
I cannot recall when we have had amendments, but I could be corrected —  
Hon Sue Ellery interjected. 
Hon NEIL THOMSON: That is it. We are seeing this government respond to good ideas from the opposition, 
which is great. 
Hon Sue Ellery interjected. 
The DEPUTY CHAIR (Hon Jackie Jarvis): Members, could we please keep the conversation to the question at 
hand—that is, that the words to be inserted be inserted. 
Hon NEIL THOMSON: We welcome the trend and hope that it will continue in the forty-first Parliament and 
henceforth we will see good ideas taken up. 
In terms of the broad scope, it is the least that could be done. One of the challenges we have is around accountability, 
which has been discussed at great length. Concerns were raised by the Standing Committee on Uniform Legislation 
and Statutes Review about the open-ended nature of the regulation-making powers in this process and, in the words 
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of the report, the erosion, to a degree, of the sovereignty of the Parliament of Western Australia. It has to be noted 
that the opposition does not resile from the position that the findings in the report still hold true. We have had 
considerable discussion around the scope of the powers of the CEO and the administration of this legislation and the 
data. We also note the issue with the regulations, which are yet to be created. 
The DEPUTY CHAIR: Member, I will remind you that we are dealing with the words to be inserted. You may 
have broader questions on individual clauses, but at this moment we are dealing with amendment 1/12, so can you 
keep your comments to the question. 
Hon NEIL THOMSON: I am commenting on the insertion and why we support the amendment. It will go a tiny 
bit of the way to provide a level of accountability to this place in order to protect the balance between people’s privacy 
and what the new powers will allow to be done. I think that is a reasonable point to make. This amendment will 
provide just the tiniest bit of accountability. If the provisions of the IGA change, at the very least there will be a level 
of notification in this place and there will be an opportunity at some point for further discussion as ongoing changes 
are made to the management of this data. We support this amendment. 
Amendment put and passed.  
Hon NEIL THOMSON: At the risk of delaying the final decision on this clause, I want to clarify a matter on 
proposed section 11E in respect of disclosure. We have a list of matters in this proposed section, including the 
Australian Security Intelligence Organisation Act. It is a definition thing, and refers to disclosure relating to police, 
ASIO and law enforcement officials. Earlier discussion indicated—this is for clarification—that ASIO and the police 
already have powers for disclosure. For the sake of completeness, is this provision simply a reflection of existing 
powers? Maybe the minister could explain what that means and what additional factors are arising with powers 
under current legislation. 
Hon SUE ELLERY: It reflects existing powers. It is there because where that whole section used to sit has been 
deleted, so we need to ensure that this goes back in. 
Hon NEIL THOMSON: Thank you, ministerUnder proposed section 11G, will road passenger services be 
similar? Is this a cut-and-paste from existing legislation? I do not want to go through the lot of them, but it appears 
that a bit of a cut-and-paste is going on from current legislation. I wonder which parts have been cut and pasted and 
which have not, because I am interested in the reference to no subpoena or orders for disclosing that information. 
Maybe we could work our way through proposed section 11F through to proposed section 11I, so I ask whether it 
has been cut and pasted from existing legislation. Could I get some clarification, please? 

Hon SUE ELLERY: Proposed sections 11F, 11G and 11H are existing, and proposed section 11I is new. 

Hon NEIL THOMSON: I thank the minister. I thought that was happening. It puts focus on proposed section 11I. 
It is hard to read with old eyes. There are to be no subpoenas or orders for disclosure of identifying information. 

Hon SUE ELLERY: Flip it into the positive. Where did the subpoena or order for disclosure appear in those three acts? 

Hon NEIL THOMSON: Thank you, minister. 

Basically, there is the ability under those acts to subpoena all the information required. The minister is saying that 
that has not been the case until now. They were not able to subpoena information on someone’s identification or 
photographs under those particular acts. I thought that that would already have been available, and that is something 
I support, by the way. 

Hon SUE ELLERY: Under the current provisions, someone can subpoena or seek an order for disclosure for 
anything. This will narrow it to those three acts. That is what is new. 

Hon NEIL THOMSON: I thank the minister for her indulgence. I am not a lawyer and I am just trying to assess this. 

Hon Sue Ellery: Nor am I. 

Hon NEIL THOMSON: Yes. Hon Nick Goiran is away on urgent parliamentary business today; I am trying to 
channel him! The minister is saying that the limitation on the subpoena power is a good thing. The minister is saying 
that this subpoena power might have been available under the current legislation; this is more of a support of the 
government and it might have been available to a whole range of other civil matters potentially. What was the actual 
situation? What are we limiting here? 

Hon SUE ELLERY: It introduces a new section to prevent identifying information from being compelled to be 
produced or disclosed in civil proceedings by subpoena or otherwise. The provision is proposed to be replicated in 
proposed section 17A of the Western Australian Photo Card Act 2014. It is designed to continue the status quo, as 
the Department of Transport has not previously been subpoenaed for photographs or signatures. The Department 
of Transport, however, regularly receives subpoenas for bulk requests of identifying information about owners of 
vehicles who are allegedly liable for nuisance parking–type matters for unpaid parking charges from private companies. 
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This is intended to avoid potential situations in which companies seek to subpoena those photographs or signatures 
used on driver authorisation documents for commercial purposes. 

Hon NEIL THOMSON: I congratulate the government on that and support the limitation, because we do not 
want a repeat of the Wilson Parking scenario that we have talked about already. The question, I suppose flipping it, 
about the broadening powers and regulation powers is: would it still not be the case that a Wilson Parking scenario 
might have complied with the IGA and CEO requirements? For clarification, I assume under the new law that the 
only way that that could be disclosed is with the consent of the person who holds the identity. Is that correct? 

Hon SUE ELLERY: Correct—with the consent of the customer. 

Clause, as amended, put and passed. 

Clauses 13 to 23 put and passed. 

Clause 24: Sections 17A and 17B inserted — 

Hon NEIL THOMSON: The first part of proposed section 17A has been covered, and I again commend the 
government for the limitation on civil actions that might get people a little activated.  

The issue that I want to spend a little time on, if I may, is on the annual reporting of information. There has been 
some discussion on this, and the concern was that the annual reporting might be somewhat limited. I am looking 
at section 17B inserted by clause 24, which states — 

(2) Within 3 months after the end of the financial year, the CEO must give to the Minister a report 
containing the following information for that financial year — 

(a) the name of each Entity with which the Department had an arrangement that allowed for identifying 
information to be shared with the Entity through the Face Matching Services; 

(b) details of any loss of, or unauthorised access to or disclosure of, identifying information that is 
likely to result in serious harm to a person to whom the information relates; 

We put forward an amendment related to that. It continues — 
(c) any other information that the Minister requests the CEO to include in relation to identifying 

information. 
Subsection (3) states — 

The report may form part of the annual report submitted to the Minister under the Financial Management 
Act 2006 section 63(2)(a). 

Importantly, and it is important to reiterate, in subsection (4) it states — 
If the report does not form part of that annual report, the Minister must cause a copy of the report to be 
laid before each House of Parliament within 14 sitting days of the House after the Minister receives it. 

The opposition’s view is that the scope of the report was too limited. Can the minister confirm that proposed 
subsections (3) and (4) have the effect of ensuring that the report will be made public through either the annual 
report of the agency, as stated under the Financial Management Act—I assume that is what is required—or to the 
Parliament of Western Australia in the period of 14 sitting days? I am just making sure that the report will then 
become public through one of those mechanisms. 
Hon SUE ELLERY: Correct. 
The DEPUTY CHAIR: Members, the question is that clause 24 stand as printed. 
Hon SUE ELLERY: I move the amendment standing my name at 2/24 — 

Page 21, after line 16 — To insert — 

17C. Tabling amendments to intergovernmental agreement 
If the intergovernmental agreement (other than a Schedule that does not relate to this State) 
is amended, the Minister must cause a copy of the amendment to be laid before each House 
of Parliament within 14 sitting days of the House after the amendment is made. 

This is in the same terms that the committee considered in the earlier amendments that I moved in my name. 

Amendment put and passed. 
Clause, as amended, put and passed. 
Clauses 25 and 26 put and passed. 
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Title put and passed. 
Report 

Bill reported, with amendments, and, by leave, the report adopted. 
As to Third Reading — Standing Orders Suspension — Motion 

On motion without notice by Hon Sue Ellery (Leader of the House), resolved with an absolute majority — 
That so much of standing orders be suspended as is necessary to enable the Transport Legislation Amendment 
(Identity Matching Services) Bill 2021 to be read a third time. 

Third Reading 
Bill read a third time, on motion by Hon Sue Ellery (Leader of the House), and transmitted to the Assembly. 
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